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For:

All who interact with HT Counselling Service Ltd

Emergency Contact Details

Privacy Lead: Helen Townsend

Contact Telephone Numbers: 07936 714259

Email:
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Definitions:

- DP - Data Protection Laws

- DPO - Data Protection Officer

- GDPR - General Data Protection Regulation

- HTC—HT Counselling Services Ltd including Affordable Counselling Services

- PL—Privacy Lead

- Policy — Data Protection Policy issued by HTC

- Practitioner —Directors, Staff, Qualified Counsellors and Counsellors in Training
- QC-Qualified Counsellors

- SAR’s —Subject Access Requests

- SCD - Special Category Data
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Introduction

HT Counselling is committed to safeguarding your privacy. If you have any questions or concerns about the use of
your personal data, you can contact us at enquiries@htcounselling.co.uk and we will gladly assist you. By using our
website or our services, you consent to the processing of your personal data as described in this Privacy Policy. This
consent statement applies to website use only. Counselling-related data is processed under lawful bases other than
consent, such as contract, legitimate interest, safeguarding or legal obligation.

This policy outlines our approach to data protection and privacy and sets out how we collect and process your
personal data through your use of our website www.htcounselling.co.uk or through your engagement with our
services. By providing us with your data, you confirm that you are over 16 years of age..

Data Protection Laws

Personal data processing is governed by:

o UKGDPR
o Data Protection Act 2018
o Data (Use and Access) Act 2024

Scope

This policy applies to all practitioners, staff members, contractors and third-party service providers who handle
personal data on behalf of HTC. It covers all personal data processed by the organisation in electronic or paper
form.

Who is responsible

All practitioners are responsible for data protection. HTC has appointed Helen Townsend as the Privacy Lead (PL)
to ensure proactive monitoring of GDPR compliance. A Data Protection Officer is not required.

Data Collection and Use

HTC collects only the data necessary for the delivery of counselling services, administration, safeguarding, and legal
compliance. Personal data will be collected only for specified, explicit, and legitimate purposes.

We process data under lawful bases including consent, contract necessity, legal obligation, and legitimate interest.

Website Data Collection

When you use our website www.htcounselling.co.uk, we may collect certain information to support the safe and
effective operation of our services. This may include details submitted through our contact form, IP addresses and
browser information, cookies and analytics data, and any information you choose to provide while using the site.
Further information about cookies and tracking technologies is available in our Cookie Notice, and you can adjust
your browser settings at any time to manage or disable cookies.
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Any personal data collected through the website is used only for the purposes described in this policy. You may
withdraw your consent for website-related data processing at any time by contacting us at
enquiries@htcounselling.co.uk:

Data Subject Rights

Individuals have the following rights regarding their personal data:

Access: The right to request access to their personal data.

Rectification: The right to request correction of inaccurate or incomplete data.

Erasure: The right to request deletion of their data under certain conditions.

Restriction: The right to request restriction of processing.

Objection: The right to object to processing based on legitimate interests or direct marketing.

Portability: The right to receive their data in a structured, commonly used, and machine-readable format.

o O O O O O

HTC must respond to Subject Access Requests (SAR’s) within one month, extendable by two months if necessary.
Practitioners should pass requests to the PL, who will coordinate the response.

HTC may request proof of identity before responding to a rights request to ensure data is only disclosed to the
correct individual.

Data Protection Principles

DP emphasises good data handling practices, individual rights, and compliance demonstration. HTC must process
data for specific purposes, comply with the 6 principles of good information handling, provide privacy notices,
respect individual rights and maintain processing records.

Data Protection Principles:

1. Processed lawfully, fairly, and transparently.
2. Collected for specific, legitimate purposes.
3. Adequate, relevant, and limited to necessity.
4. Accurate and up to date.

5. Kept no longer than necessary.

6. Secured with appropriate measures.

Data Protection Impact Assessments (DPIAs)

HTC will carry out Data Protection Impact Assessments (DPIAs) where new or high-risk processing of personal data
is introduced, particularly where Special Category Data is involved.

A DPIA is a process used to identify, assess, and minimise risks to individuals’ privacy and personal data before
processing begins. This includes considering what data is being collected, how it will be used, who will have access
to it, and how it will be protected.

DPIAs will be conducted where processing is likely to result in a high risk to individuals, for example when
introducing new systems, technologies, or ways of working that involve personal data.

Where risks are identified, HTC will take appropriate measures to reduce or eliminate those risks before proceeding.
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Digital Tools & Data Processing Assessments

In line with the new BACP framework:

o HTCwill assess all digital tools used to process client data (e.g., practice management systems, email
platforms, video platforms).

Each tool will be evaluated for security, encryption, data storage location and risk.

HTC will maintain written records explaining why each tool is used.

Practitioners must not use unapproved tools for client work.

Practitioners must complete digital-tool assessments when introducing or requesting new tools.

O O O O

Data Security

We implement appropriate technical and organisational measures, including encryption, to protect personal data
against unauthorised access, alteration, disclosure, or destruction. This includes access controls, secure storage
solutions and password protection.

Data Breach Response

In the event of a data breach, where required, HTC will notify the ICO without undue delay and, where feasible,
within 72 hours of becoming aware of the breach. Affected individuals will be notified as required by law, and we
will cooperate with regulatory authorities as necessary.

Non-compliance with DP has serious consequences for both HTC and practitioners, including contract termination,
criminal sanctions, investigations, civil fines, and reputational damage.

Practitioners must notify the PL immediately of any suspected data loss or breaches.

Data Retention

Personal data relates to an individual and includes identifiers like names, addresses, and email addresses, as well
as content about the individual. Examples include unique names, contact details, images, and medical
information.

Personal data will be retained only as long as necessary, up to a maximum of seven years unless law requires
otherwise. We will regularly review data retention periods to ensure compliance.

Special Category Data

Special Category Data (SCD) includes personal data that is more sensitive and requires a higher level of protection.
This includes information relating to an individual’s health, race or ethnicity, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data, and information concerning a person’s
sex life or sexual orientation.

HTC will only process Special Category Data where it is lawful to do so. This requires both:
o avalid lawful basis under Article 6 of the UK GDPR; and
o aseparate condition for processing under Article 9 of the UK GDPR.
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Explicit consent is one possible condition for processing Special Category Data, but other conditions may apply
where appropriate, such as where processing is necessary for the provision of health or social care, safeguarding,
or to comply with legal obligations.

HTC will ensure that all Special Category Data is handled with appropriate safeguards, including strict access
controls, secure storage, and confidentiality at all times.

Criminal Offence Data

Personal data relating to criminal convictions and offences is not classified as Special Category Data but is subject
to additional safeguards.

HTC will only process criminal offence data where there is:
o avalid lawful basis under Article 6 of the UK GDPR; and
o an appropriate condition under Schedule 1 of the Data Protection Act 2018.

Such data will only be processed where necessary, for example for safeguarding purposes or to comply with legal
or regulatory requirements, and will be subject to strict confidentiality and security controls.

Data Complaints Procedure

Clients who wish to raise a concern about how their personal data has been handled can do so by contacting HTC
in any of the following ways:

e by emailing enquiries@htcounselling.co.uk,
e Dby using the online contact form on www.htcounselling.co.uk,
e or by writing to the Privacy Lead at our registered address.

HTC will acknowledge all data-handling complaints within 30 days and will investigate the matter without undue
delay. Once the investigation is complete, HTC will provide a written response outlining the findings and any actions
taken. Clients will also be informed of their right to escalate their concerns to the Information Commissioner’s
Office if they remain dissatisfied.

Practitioners are expected to direct clients to this procedure whenever a data-related concern is raised. Any
complaint received by a practitioner must be passed to the PL immediately, and practitioners must cooperate fully
with any investigation undertaken.

HTC will keep a record of all data-handling complaints and outcomes to support transparency and continuous
improvement.

Third-Party Processors

HTC works with a small number of third-party service providers who process personal data on our behalf. These
organisations are required to implement appropriate data protection measures and comply with all applicable laws
and regulations. Third-party processors may include website hosting providers, email and communication
platforms, practice management systems, payment processors, and other services necessary for the operation of
HTC.
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HTC ensures that all third-party processors are subject to appropriate contractual safeguards, including
confidentiality requirements and security standards that protect the personal data they handle. These providers
are permitted to process personal data only for the purposes specified by HTC and must not use it for their own
purposes.

Breaches of this policy are taken seriously. Practitioners must read and understand the requirements set out here,
as non-compliance may lead to contract restriction or termination. Self-reporting concerns or breaches to the
Privacy Lead is encouraged and will be taken into account when addressing any issues. Any concerns about
non-compliance by others should be reported in confidence to the Privacy Lead.

International Transfers

Personal data must not be transferred outside the UK unless the transfer complies with UK GDPR, including where
adequacy regulations apply or appropriate safeguards are in place.

Common Data Breaches

Common types of data breaches in organisations include:

o Phishing Attacks: Fraudulent attempts to obtain sensitive information by disguising as a trustworthy
entity in electronic communications

o Malware and Ransomware: Malicious software designed to disrupt, damage, or gain unauthorised access
to computer systems, often encrypting data and demanding a ransom for its release

o Insider Threats: Breaches caused by staff members or contractors who misuse their access to sensitive
data, either maliciously or accidentally

o Lost or Stolen Devices: Unauthorised access to data due to lost or stolen laptops, smartphones, or other
devices containing sensitive information

o Weak Passwords: Compromised accounts due to the use of easily guessed or reused passwords, allowing
unauthorised access to systems and data

o Unpatched Software: Exploiting vulnerabilities in outdated software that has not been updated with the
latest security patches

o Unauthorised Access: Access to data by individuals who do not have permission, often due to inadequate
access controls or failure to revoke access when no longer needed

o Data Leakage: Accidental exposure of sensitive information through email, cloud storage, or other digital
channels, often due to human error

Addressing these common breach types involves implementing robust security measures, training, and regular
audits to protect sensitive data.

Main Obligations

Consider DP implications in all activities, especially those involving personal data handling.

Practical Matters

o Familiarise yourself with the Policy

o Limit data access by ensuring that personal data is only accessible to authorised individuals who need it
for their role

o Do not remove personal data from HTC premises unless necessary
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o Minimise data collection by only collecting the personal data that is necessary for specific purposes and
avoid excessive data collection
o Keep data accurate and up-to-date by regularly reviewing and updating personal data to ensure its
accuracy
o Secure personal data and devices
e Use strong passwords and encryption for electronic devices and files containing personal data
e Store paper records securely, such as in locked cabinets, and ensure they are not left unattended
e Avoid unnecessary data transfers of personal data to third parties or outside the UK without
proper authorisation and safeguards
o Use confidential waste disposal
e Use confidential waste disposal methods for paper records, such as shredding
o Report data loss or breaches immediately
Be prepared to respond to SAR’s or rectification requests in a timely manner
o Stay Informed by keeping up to date with any changes in DP laws and HTC policies and attend any
training sessions provided

o

Practitioners are responsible for ensuring their own compliance with this policy and must seek guidance from the
PLif unsure.

Prevention

To prevent data breaches, HTC encourages the implementation of the following best practices:

o Training: regular training on data protection policies, security awareness, and how to recognise phishing
attempts and other cyber threats.

o Strong Password Policies: The use of strong, unique passwords and implementation of multi-factor
authentication to enhance account security.

o Data Encryption: Encryption (such as WhatsApp and Zoom) of sensitive data both in transit and at rest to
protect it from unauthorised access.

o Regular Software Updates: Ensure all software and systems are up-to-date with the latest security
patches to protect against vulnerabilities.

o Access Controls: Implementation of strict access controls to ensure that only authorised personnel have
access to sensitive information. Regular review and update access permissions.

o Data Minimisation: Collect and retain only the data necessary for business operations to reduce the risk
of exposure.

o Incident Response Plan: Develop and maintain an incident response plan to quickly address and mitigate
the impact of any data breaches.

o Regular Audits and Risk Assessments: Conduct regular security audits and risk assessments to identify and
address potential vulnerabilities.

o Secure Physical and Digital Assets: Protect physical devices and digital assets with security measures such
as firewalls, antivirus software, and secure storage solutions.

o Monitor and Detect: Implement monitoring tools to detect unusual activity and potential breaches in
real-time, enabling swift action to prevent data loss.

By adopting these best practices, HTC and Practitioners can significantly reduce the risk of data breaches and
protect sensitive information.
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Contact Information

For questions or concerns about this policy or data protection practices, please contact our PL at HTC via
enquiries@htcounselling.co.uk.

By adhering to this policy, HTC demonstrates its commitment to protecting personal data and respecting privacy
rights.

Receipt of Privacy Policy

All practitioners are required to acknowledge receipt and understanding of this policy within 2 weeks of issue.

Acknowledgement of Receipt of HTC Privacy Policy

| the undersigned agree to adhere to HTC Privacy & Data Protection Policy. In signing this acknowledgement, |
confirm | have received, read and understood the procedures within.

Signature: Date:

Name:

Review Status
Updated: 18" June 2026

Review Date: June 2027

Revision: 4.0
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